NMHOOPMAILIMOHHAA ITAMSTKA JIJISI OBYUAIOLINXCA
C KaXIIbIM TOZIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIIKOJIHHUKN OJTHU U3
CaMbIX aKTUBHBIX NOJIb30BaTeNe Pynera. Mexay TeM, MOMUMO OIPOMHOTO KOJIMYECTBA
BO3MOKHOCTEU, HHTEPHET HECET U MPO00JIeMbl. DTa MaMsATKa JOJIKHA IOMOYb TeOe
0€e301acHO HaXOIUTHCS B CETH.

KomribrorepHsbie BUPYCHI

KoMIbroTepHBIii BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX IIPOTPaMM, OTJIMYUTEINBHON
O0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHUIO. B ononHenue k 3Tomy,
BUPYChI MOT'YT IIOBPEAUTD WJIM MOJHOCTHIO YHUUTOKUTH BCE (pailiibl U JaHHBIE,
MTOIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHU KOTOPOIo ObliIa 3aIlylleHa 3apaKeHHas
IIPOTpaMma, a TaK)Ke IMMOBPEIUTD WM AK€ YHUUTOKUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B 1iesoM. B 60JbIIMHCTBE CilydaeB pacpOCTPaHSAIOTCS BUPYCHI Uepe3 HHTEPHET.
Metozapb! 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Mcnonb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHb
3aIMUTHI OT BPEJAOHOCHBIX MTPOTPAMM;

2. IlocTossHHO ycTaHABIMBA MayTH (LU(PPOBBIE 3AIIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABIIMBAIOTCSA C 1I€JIbI0 JOPAOOTKH MPOTrPaMMBbl) U Jpyrue 0OHOBJIEHUSI CBOEH
orepaloHHoOM cucteMbl. CkaunBail X TOJIBKO ¢ OPHUIMAIBHOTO caita pa3padorunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IO/ ITpaBaMH M0JIb30BATENs, @ HE aAMUHHUCTPATOpa. DTO
HE TO3BOJIUT OOJIBLIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJIIMPOBATHCS HA TBOEM
[IEPCOHAJILHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBUPYCHBIE POTPAMMHBIE IPOYKTHI U3BECTHBIX TPOU3BOIUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannup (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHHUX JIMILI;

6. Ucnonb3yil BHENTHUE HOCUTENU UH(OPMAIIK, TAKUE KaK (uiellka, TUCK Win (aia u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (paiiibl, MOJYUYEHHbIE U3 HEHAJEAKHBIX UCTOUHUKOB. [laxe
Te (haiisibl, KOTOPHIE TIPHUCIIAT TBOM 3HAKOMBIN. JIydille yTOUYHU y HETO, OTIPABJISUT JTU OH TeOe
UX.

Cetn WI-FI

Wi-Fi - 370 He BHJ epeaunl JaHHBIX, HE TEXHOJIOTHs, a BCETO JIUIIb OpeH 1, Mapka. Ere B
1991 rony Huaepnanackas kommanus 3apeructpuponaia opern "WECA", uyto 0603Ha4ano
cinoBocoueranue "Wireless Fidelity", koTopsiii mepeBoauTcst Kak "GecrpoBoiHAS TOYHOCTS".
Jlo Haiero BpeMeHu Joliia apyras abopeBuaTypa, KOTopas sSBJIsSeTCS TaKOU ke
TexHoJioruei. Ito abbpesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha
CTaHAapT BbicuIel 3ByKoBoM TexHuku Hi-Fi, 4To B nmepeBoje o3HavaeT "BbICOKasi TOUHOCTh'.
Ja, OecrnaTHbIM HHTEPHET-A0CTYN B Kade, OTeNsIX U a’dponopTax sSBISETCS OTIMYHOU
BO3MO>KHOCTBIO BbIX0OJIa B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT, YTO OOIIEIOCTYIHbIE
Wi-Fi ceTn He siBIIsitOTCS 0€30TIACHBIMH.

CoBeTsl 110 0€30MacHOCTH PAOOTHI B 00IIEIOCTYTHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nmuunyto uHpopMariuio yepes oomenoctynusie Wi-Fi cetn. Pabortas
B HUX, JK€JIaTEJIbHO HE BBOJUTH MAPOJIM JOCTYNA, JIOTHHBI U KAKUE-TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. Tem caMbIM Thl
o0e3onacuilb ceds OT 3aKaYyKy BUpYCa Ha TBOE YCTPOMCTRO;



3. IIpu ucnonb3oBanuu Wi-Fi otkmoun Gynkuuio "O6muit 1ocTyn K daiinam u
npuntepam". JlanHas QyHKIUS 3aKphITA [0 YMOJTYAHHIO, OJHAKO HEKOTOPBIE MOJIb30BATEIH
aKTUBUPYIOT €€ JJisl y100CTBa NCIIOIb30BaHus B paboTe WiH yueoe;

4. He ucnons3yit myonuunsii WI-FI s mepegaum TUYHBIX TaHHBIX, HAIPUMED IS BBIXOJA
B COI[MAJIbHBIC CETU WIH B 3JIEKTPOHHYIO MOYUTY;

5. Ucnionb3yit Tonbko 3amuieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. npu nHabope
BeO-aapeca BBoiU UMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun ¢pynkiuio "Tloakmouenue k Wi-Fi aBromatudecku".
He momyckait aBToMaTH4eCcKOTo MOAKIIOUCHHS yCTpoicTBa K ceTam Wi-Fi1 6e3 TBoero
corjacusi.

CoumanbHbie ceTH

CornuanbHbIC CETH aKTUBHO BXOJSIT B HAITY KU3Hb, MHOTHE JIFOH PA0OTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y»ke 3apernuctpupoBad MULIHAP/]T YETOBEK, YTO SIBISECTCS OJTHOU
CebMOM BCEX KUTeNeH mianeTbl. MHOTHE MOJb30BATENN HE TOHUMAIOT, YTO MH(GOpMALIHS,
pa3MelieHHass UMU B COIMAIbHBIX CETSAX, MOXKET ObITh HalJIeHa U UCIO0JIb30BaHA KEM
YTOJIHO, B TOM YHUCJIE HE 00s13aTEJIbHO ¢ OJIariMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMATBHBIX CETSIX:

1. Orpanuub cucoK Jpy3eil. Y 1e0s B Ipy3bsiX HE TOJDKHO OBITh CIIyYailHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuinaii CBOI 4acTHYIO xu3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POKJICHUS U JPYTYIO JIMYHYIO HHMOPMAINIO. 3T0YMBITUICHHUKHA MOTYT UCIIOJIb30BaTh aKe
MH(OPMAIUIO O TOM, KaK Thl U TBOU POJUTEINN IJIAHUPYETE MIPOBECTH KAHUKYIIBL;

3. 3amumai CBOI pemyTaluIo - IEPKHU €€ B YUCTOTE U 3ajJ1aBail cede BOMPOC: XOTeN ObI ThHI,
9yTOOBI APYTHUE MOIB30BATEN BUETH, UTO ThI 3arpyxaeiib? [Togymail, npexe yeM 4To-To
OnyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIB C JTIOJIbMH, KOTOPBIX HE 3HACIID, HE UCHOJIB3YH CBOE PEATTBHOE UMS U
IPYTYIO JTUYHYIO0 UHPOPMAIUU: UMSI, MECTO KUTEILCTBA, MECTO YUEOBI U MPOYEE;

5. N36erait pazmemnienus pororpaduii B UntepHeTe, rae Tl M300pakeH Ha MECTHOCTH, T10
KOTOPOW MOKHO OIIPENIEIIUTh TBOE MECTOIIOJIOKEHHUE;

6. [Ipu peructpaiu B COIMAIbHON CETH HEOOXOIMMO UCIIOJIb30BaTh CIIOKHBIE MApOJIH,
cocrosime u3 OykB 1 1Udp U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. Ay1st conManbHOM CeTH, MOYTHI U APYTUX CAWTOB HEOOXOIMMO MCIIOJIb30BaTh pa3HbIC
napoiu. Torga ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBINUICHHUKHY MOJIyYaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE ICHBI'U

DJIEKTPOHHBIE JICHBIU - ATO OYEHb Y0OHBIN CIOCOO TIaTeX e, 0THAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3THU ICHBIU.

DJIEKTPOHHBIE ICHBI'U TTOSBUIIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOT0 BO MHOTHX
rocyaapcTBax JI0 CUX MOP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHu (hyHKITMOHUPYIOT U O HUX YK€ MIPOMUCAHO B 3aKOHE, T/I€ UX Pa3eisIoT Ha
HECKOJILKO BHJIOB - aHOHUMHBIC ¥ HE aHOHUMHBIE. Pa3HuIia B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peiiaeTcs MPOBOIUTh OTepannu 0e3 UIeHTU(DUKAITIN TT0JIB30BATEISI, a B
HEaHOHUMHBIX UICHTU(DUKAITUS TI0JIb30BATEIIS SBISICTCS 00sS3aTEIILHOM.

Taxoke ciemyeT pa3nuuath IIEKTPOHHBIE (PMATHBIE NEHBIY (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIE HEe(UATHBIE ICHBIY (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).



OcHOBHBIE COBETHI 10 0€30MaCHOM paboTe C ANMEKTPOHHBIMU JCHbIaMU:

1. I[TpuBsiku K cueTy MOOUIBHBIN TenedoH. DTO camMblil yIOOHBIN U OBICTPBINA CITOCOO
BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3aHHbIi TenehOoH MOMOXKET, eclii 3a0yAeIlb CBOU
TJIATEKHBIN MTApOJIb WIIW 3alJICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonb3y#t ogqHopazoBble naposu. [locie nepexona Ha yCUIIEHHYIO aBTOPU3ALINIO TeOe
y’Ke He Oy/IeT yrpoKaTh ONTACHOCTh Kpa)KH WJIM IepexBaTa IJIaTeKHOTO HapoJis;

3. Be1bepu cioxkHbIi naposb. [IpecTtynHukam OyneT He MPOCTO yraiaTh CIOXKHBIN Iapoib.
HanexHble mapoiy - 3T0 napoju, KOTOPBIE COAECPKAT HE MEHEE 8 3HAKOB U BKIIFOYAIOT B
ce0st CTpOYHbIE U MPONKCHBIE OYKBbI, IU(PBI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK
nosiapa, gyHTa, BOCKIMLATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOY JIMYHBIE JAaHHBIE HA CalTaX, KOTOPBIM HE JOBEPSICILIb.

DIIEKTPOHHAS TTOYTa

DJIEKTPOHHAS NIOYTA - 3TO TEXHOJIOTHS Y MPEAOCTABISEMBIE €10 YCIIYTH MO IEPECHUIKE U
MOJIYYEHHIO JIEKTPOHHBIX COOOIEHUM, KOTOPBIE pACIIPEACIISIIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN MTOYTOBBIN SIIUK BBHITJISIUT CIACAYIOIIUM 00pa3oM:
UMs_T0JIb30BaTEsI(@UMs_NoMeHa. Takke KpoMe Nepeadr MpoCcToro TeKCTa, UMEeTcs
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHON paboTe C MEKTPOHHOM MOYTOIM:

1. Haymo BeIOpaTh MpaBMIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIYUIIIe JJOBEPSITH TEM, KOTO 3HACIIH U KTO MEPBHIT
B PEUTHUHIE;

2. He yka3biBail B 1MuHOM nouTe JIMUHYI0 nH(popMmaruto. Hanpumep, stydiiie BEIOpaTh
"My3bIKanbHbI _paHaT@" wim "pok2013" BmecTo "Temal3";

3. Mcnonp3yil ABYXATAHYO aBTOPU3ALMI0. DTO KOT/1a MIOMUMO MapoJisi Hy>KHO BBOJUTH KO/,
npuckUIaeMbIil o SMS;

4. Be1bepu cJI0XKHBIN apoJib. {15 Kak10ro MOYTOBOTO SAIIUKA JOJKEH ObITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY HapOJib;

5. Ecnu ecTb BO3MOXKHOCTB HalucaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH Ty
BO3MO>KHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIMKOB. [IepBbIii I 4aCTHOM MEPENUCKHU C
aapecaTtaMy, KOTOPBIM Thl JOBEPSEIIb. DTO AIEKTPOHHBIN aJpec HE HAJ0 UCIIOIb30BaTh MIPU
peructpanuu Ha opyMax U canTax;

7. He oTkpbiBail ¢aitnpl U ApyTrue BIOKEHUS B TUChMAX, Ta)Ke €CJIM OHU MPUIILTA OT TBOUX
apy3eit. Jlydline yTouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3Tu (ailiibl;

8. Ilocie okoHuaHus pabOTHI Ha MOYTOBOM CEpPBHUCE Mepe]] 3aKPhITUEM BKJIAJKHU C CATOM He
3a0yab HaXXaTh Ha "BeiidTi".

KubepOyumiHT 1 BUPTYalbHOE U37€BATEIbCTBO

KubepOymmHr - npecieoBaHue COOOIMICHUSIMHU, COJEPKAIIMMU OCKOPOJICHUS, arpeCCHIO,
3allyTUBAHKE; XYJIUTAHCTBO; COIMATBHOE OOMKOTHPOBAHUE C MTOMOIIBIO PA3TUYHBIX
WHTEPHET-CEPBHCOB.

OcHoBHBIE COBETHI TI0 00pHOE ¢ KHOESPOYTUTHHTOM:

1. He G6pocatiics B 60it. JIydmuii crmoco0: TOCOBETOBATHCS Kak ceOst BECTH U, €CITU HET TOTO, K
KOMY MOKHO OOpaTUThCS, TO BHaUaJle YCIIOKOUThCA. Eciu Thl HAaUHEIIh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO €I OOJIbIIIE Pa30kiKellb KOH(PIUKT;

2. YopaBinsaii cBoeil KubeppenyTaimei;



3. AHOHUMHOCTH B ceT MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHMMHBIM AKKAYHTOM;

4. He cTouT BecTH XyJIUTaHCKUI 00pa3 BUPTyalbHOM ku3HU. IHTepHEeT puKcupyeT Bce TBOU
JEUCTBUS U COXpaHSCT UX. Y IaTUTh UX OyJeT KpailHe 3aTPpyAHUTEIBHO;

5. Cobunroail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHu4yHbIN HeratuB. OJHOPa30BbIe OCKOPOUTETHHBIE COOOIICHUS TyUllIe
UrHOpUpOoBaTh. OOBIYHO arpeccus MpeKpaliacTcss Ha Ha4aJlbHOM CTa/IH;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIIEHUSIMH, B COLIUATTBHBIX
CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOILIEHU C OTPEIETICHHBIX aJpECOB;

8. Eciiu ThI cBUAETENb KNOCPOYIMHTA. TBOU AEMCTBUS: BHICTYIIUTH MPOTUB
IIpecIeI0BaTENs, I0Ka3aTh EMY, YTO €ro JAEMCTBUS OLICHUBAIOTCSI HETaTUBHO, MOJIEPKATh
KEPTBY, KOTOPOH Hy»Ha IMCUXOJIOTHYECKasi TOMOIIb, COOOIINUTE B3POCIBIM O (aKTe
arpecCUBHOIO MOBEJCHUS B CETH.

MoO6unbHbIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHIIETHI COAEPKAT B c€0€ BIOJIHE B3POCIbIA PYHKIIMOHAI, U
Terepb OHU MOTYT KOHKYPUPOBATh CO CTAlMOHAPHBIMU KOoMIIbloTepamMu. OTHAKO, CPEACTB
3aIIUTHI IJ151 TOJT00HBIX YCTPOMCTB MOKA OYEHb Majio. TeCTUPOBAaHUE U MOUCK YSA3BUMOCTEN
B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juist [IK, To jxe camoe kacaercss 1 MOOMIIbHBIX
MIPUJIOKEHUM.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPaKTUUECKH TOTHAJIN HACTOJIbHbIE aHAJIOTH,
OJIHAKO pacuIMpeHue PyHKIMOHaIa BIE€YET 32 CO00I OOJIBIIYIO CIOKHOCTh U MEHBIITYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENHN BhITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMJILHOTO TesnedoHa:

Huuero He siBisieTcs no-HacTosIIeMy OecIlaTHBIM. byib OCTOpOXeH, BeAb KOTaa Tede
MpeaiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO IIJIaTHbIE YCIIYTH;
Hymaii, npexae yeM otnpaBuTb SMS, ¢poTo i Buaeo. Thl TOYHO 3HACIID, I/I€ OHU OYAYT B
KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPaMMBI JUIsI MOOMJIBHBIX Telle(hOHOB;

He 3arpy»xaii mpuiioKeHus1 OT HEU3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT COJEPKATh
BPEOHOCHOE MPOTrpaMMHOE 00€CIIEUCHHUE;

[Tocne Toro Kak ThI BRIWCIIH C CaliTa, T/I€ BBOJWII JIMYHYIO HH(GOPMAITUIO, 33l B
HACTPOWKH Opay3epa u yaanu cookies;

[lepnonnuecku MpoBepsii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBOM HOMep MOOMJIBHOTO TeledoHa TOIBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomken ObITH BBIKITIOUEH, KOT/Ia Thl UM HE TI0JIb3yelibes. He 3a0biBait nHOTIQ
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUYHBIE, 3aXBAThIBAIOIINE PA3BICUCHNUS,
O00BEIMHAIOIINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccneayrot JaHHbINA UM
MUp, OOIIAIOTCS APYT C IPYTOM, BBITOJIHSIOT 3aJaHHsl, CPAKaIOTCSI C MOHCTPaMH U
MOJTy4YaloT OMbIT. 3@ YOBOJIBCTBUE OHU IUIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT
WM IPHOOPETAIOT KaKUE-TO OIIUH.



Bce ati cpeacTBa uayT Ha mojAepKaHUE U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIE MAaT4YH (I POBLIE
3aIUIaTKU 7151 IPOrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo6HbBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaXKu TBOETO
napoJist, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MIaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Eciu apyroit urpok BeseT ceOs II0X0 WK CO3JaeT TeOe HENMPUATHOCTH, 3a0JIOKUPYH ero
B CIIMCKE UTPOKOB;

2. Tloxanylica aiMAHACTPATOPaM UIPHI Ha IUIOXO0E MTOBEAEHUE 3TOI0 UTPOKA, JKEIATEIBHO
IPWIOKUTH KaKME-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3siBaiil muunyto uH(GOpMaIuio B mpodaiise urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuImanbHbIC TATIYH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE ITAPOJIH;

7. Jaxxe BO BpeMs UIpbl HE CTOUT OTKJIOYATh aHTUBHUpPYC. [1oka ThI urpaemis, TBOM
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WK KPaXa JUYHBIX JaHHBIX

OOBIYHOI KpaXkel IeHEeT U IOKYMEHTOB CErOJIHS YK€ HUKOTO HE YAUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUIEHHUKHN IEPEMECTUIIUCH B UHTEPHET, U MTPOIOKAIOT
3aHUMAThCS "MIOOUMBIM" 1€TTOM.

Tak mosiBUsIach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIIM (DUIIIMHT, TJIaBHAS 11E€TTh
KOTOPOT'O COCTOUT B MOTYYEHUU KOH(MUICHIINATBHBIX JaHHBIX MOJIb30BATENICH - TIOTHHOB U
napouieii. Ha anrnmiickom si3bike phishing ynrtaercs kak ¢pummnr (ot fishing - peionas
JIOBJIs1, password - TapoJib).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciiu Thl IOJ103peBaciiib, UTO TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKHPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaAM pecypca 00 3TOM Kak
MOKHO CKOpEe;

2. Ucnonp3yit 6e301macHbIe BeO-CaliThl, B TOM YHCIIC, MHTEPHET-Mara3uHOB U MIOUCKOBBIX
CUCTEM,;

3. Ucnonp3yil clioxkHbIE U pa3Hble mapoiau. Takum o0pa3oMm, eciid Te0s B3JIOMAIoT, TO
3JI0YMBIITUICHHUKY TIOJIy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY IPO(HIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te6st B3OMaId, TO HEOOXOUMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
700aBIIeHbI Y TEOS B APY3bsIX, O TOM, UTO TEOS B3IOMAIHA U, BOBMOXHO, OT TBOETO HMEHHU
OyJIleT pacchbuIaThCA ClaM U CChUIKU Ha (DUIIIMHTOBBIC CAUTHI;

5. YcranoBu HaaexHbii naposs (PIN) Ha MoOMIIbHBIN TenedoH;

6. OTKII0UM COXpaHEHHUe MapoJisl B Opaysepe;

7. He oTkpbiBait (hailsibl U Apyrue BIOKEHUS B MUChMaX, JaXKe €CJIM OHU MPUIILITH OT TBOUX
npy3ei. JIyuiie yTOUHM Y HUX, OTTIPABIISUIM JIM OHU TeOe 3TH (ailibl.

[Mudposas penyramnus

[udposas penmyTanus - 3T0 HETaTUBHAs UM MO3UTUBHASI HH(OpMaLMs B CeTH O Tebe.
Komnpomerupytorias uagopmariiysi, pa3MeieHHasi B MHTEPHETE, MOKET CEPbE3HBIM
o0pa3oM OTpa3uThCs Ha TBOEH peanbHOM ku3HuU. "L{udposas penyranusa" - 370 TBOM UMUK,
KOTOpBIN (hopmupyercs u3 nHdopmanuu o Tede B MHTEPHETE.



TBoe MecTo *KuTenbcTBa, yueosl, TBOE (PHHAHCOBOE MOJIOKEHNE, 0OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUTUBAETCS B CETH.

MHor#e moAPOCTKH JTETKOMBICIIEHHO OTHOCSITCS K ITyOJIMKAITUY JIMYHON MH(GOPMAIINH B
NuTepHere, He TOHMMAask BO3MOKHBIX MOCIEICTBAN. ThI 1a’ke HE CMOXKEIIIb 10TaIaThCs O
TOM, 4TO oTorpadus, pasmelieHHas 5 JeT Ha3ajl, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha
pabory.

KommenTtapuu, pazmenienue TBoux pororpaduii u qpyrue 1elcTBUs MOTYT HE HCUE3HYTh
Jla)ke MOcJjIe TOro, KaK Thl X YJAIHIb. Thl HE 3HACIIb, KTO COXPAHUI 3TY HH(MOPMAIIHIO,
nonajia JIi OHa B IOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, & IIIaBHOE: YTO MOJAYMAIOT O
Tebe OKpYyXalolue JI01, KOTOPbIe HAUIYT U YBUIAT 3T0. Halitu nndopmaiuio MHOTO JIeT
CITyCTsI CMOKET JTIFO00M - KaK U3 JOOPBIX MOOYKICHHM, TaK U C HAMEPEHUEM NTPUIHHHUTH
Bpe. ITO MOXET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH peITyTaIUN:

1. TTomymait, mpexe 4em 4To-TO MyOJMKOBATh U MepeiaBaTh y ceOs B OJiore Uiiu B
COILIMAJILHOM CETH;

2. B HacTpoiikax npouiis yCTaHOBU OTpaHUYEHHMS Ha IIPOCMOTP TBOETO MPOQUIIS U €ro
COZIEPKUMOT0, CAEIIAl €r0 TOJIBKO "I Apy3€en';

3. He pa3memaii u He yka3biBail HH()OPMAIUIO, KOTOPAsi MOXKET KOTO-TM00 OCKOPOJISTH WIH
0OMKaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IKOJIbHUKH - aKTUBHBIE MOJIb30BaTeNN HU(PPOBOro npocTpancTBa. OHaKO
JaJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHNE MHOTUMH BO3MOKHOCTSIMU LIM(PPOBOTO MUpa
TpeOyeT COOJII0ICHUS TTPaB Ha UHTEIICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH "UHTEIEKTYyallbHAsA COOCTBEHHOCTD'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUAM
YeJI0BEUECKOro yMa, HauMHasi C HOBBIX M300pETEHUI U 3HaKOB, 0003HAYAOIINX
COOCTBEHHOCTb Ha MPOJYKTHI M YCIYTH, U 3aKaHYMBasi KHUTaMu, (GoTorpapusiMu,
KHHO(PHIbBMaMHU U MY3bIKaJIbHBIMU TPOU3BEICHUSMH.

ABTOpCKHE TTpaBa - 3TO IpaBa Ha UHTEIJIEKTYaIbHYIO COOCTBEHHOCTh Ha IPOU3BEACHUS
HAyKH, JIUTEPATypbl U HICKyCCTBA. ABTOPCKHUE NPaBa BBICTYIAIOT B KAYECTBE TAPAHTUU TOTO,
YTO UHTEJIEKTYaJIbHbIA/TBOPUECKUN TPy aBTOpa HE OYyIET HallpacHbIM, 1aCT EMY
CIpaBeIMBbIE BO3MOKHOCTH 3apad0TaTh Ha pe3ysibTaTaXx CBOEro TPyAad, HOTyUUTh
M3BECTHOCTH U Npu3HaHue. Hukro 6e3 pa3pelienus aBTopa He MOXKET BOCIIPOU3BOAUTH €T0
MPOU3BEIEHUE, PACTIPOCTPAHATh, MYyOJIUYHO JEMOHCTPUPOBATH, IPOIaBaTh, UMIOPTUPOBATh,
MycKaTh B MPOKAT, MyOJUYHO UCTIOIHSITH, TOKA3bIBATh/UCIIOIHATH B 3(pHpe WK pa3MeIiaTh B
HNnrepnere.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOT0O 00ecrieyeHus MOKET MPUBECTH K MHOTUM
pUCKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM /10 OJIOKMPOBKH TBOETO YCTPOMCTBA, e
YCTaHOBJICHA HeJleralibHas mporpaMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHble ¥ OecIUIaTHbIE MPOTPAMMBbI, KOTOPhIE MOXHO HAWTH B CETH.

O noprane

CereBnuok.p@ - TBOM IJIaBHBIN COBETUMK B CETH. 31€Ch Thl MOXKEIIb Y3HATh 0 O€30MaCHOCTH
B CETHU MOHATHBIM U JOCTYITHBIM SI3bIKOM, & TP BOSHUKHOBEHHH KPUTHYECKOW CUTyalluu
00paTUThCA 32 COBETOM. A TaKKe MPHUHSITH y4acTUe B KOHKYpPCax U CTaTh CaMbIM IIU(PPOBBIM
rpaKJaHuHOM!



